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NATIONAL OPEN UNIVERSITY OF NIGERIA
FACULTY OF SOCIAL SCIENCES
DEPARTMENT OF CRIMINOLOGY & SECURITY STUDIES (CSS)
2023 2 EXAMINATIONS

COURSE CODE: CSS 810

COURSE TITLE: Cybercrime and Forensic [nvestigation
CREDIT UNIT: 3

TIME ALLOWED: 3 HOURS

INSTRUCTION: Answer any four out of six questions.

la. What is cyber vandalism (8marks)

Ib. Discuss the various forms of cyber vandalism forms of cyber vandalism as presented by
Maras (2014, 2016) and supported by UNODC (2016) (9.Smarks)

2a. Explain the Nigerian Cybercrime (Prohibition, Prevention, Etc) Act 2015 prescripive
punishment for cyber-terrorism offenders (Smarks)

7b. Describe the several factors and forces that pose as obstacles to the prevention and control of
cybercrime. 12.5marks

3 Describe the trace/physical evidence could be directly or indirectly obtained from various
crime scenes, victims, suspects, or witnesses. (17.5 marks)

4. Highlight the roles of forensic investigation and evidence in criminal justice administration.
(17.5marks)

5. List and explain the tools used for computer forensics investigation (17.5marks)

6. Discuss the steps for conducting digital forensic investigation. (17.5marks).



