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NATIONAL OPEN UNIVERSITY OF NIGERIA 
FACULTY OF SOCIAL SCIENCES 

DEPARTMENT OF CRIMINOLOGY AND SECURITY STUDIES (CSS) 
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COURSE CODE:  CSS852 
COURSE TITLE: CYBER CRIMINOLOGY AND VULNERABILITY 
CREDIT UNIT: 3 
TME ALLOWED: 3 HOURS 
 
INSTRUCTION: Answer question 1 and any other three questions. Question 1 carries 25 
marks, others 15 marks each. 
 
1a. Define Cyber Criminology and explain of its three areas of concern. (9 marks) 

1b. Discuss the four contributions of the discipline of cyber criminology to the understanding of 
the space of deviance, crime and terrorism in the cyberspace. (16 marks)  

2a. Discuss any four assumptions of the social learning theory. (10 marks) 

2b. Explain one (1) strength and one (1) weakness of the social learning theory (5 marks). 

3a. Define the concept of threat and mention the four critical areas of cyber threats identified by 
the National Security Strategy of Nigeria (2019). (6 marks).  

3b. Explain the three scope of terrorists use of the Internet. (9 marks)  

4a.  What do you understand by the term cyberspace? (5 marks) 

4b. Discuss the five (5)-level problem solving strategies for the management and control of 
threats in the cyberspace (10 marks). 

5a. Why do terrorist organization increasingly use the internet infrastructure? (5 marks). 

5b. Describe five types of transnational organized crime networks. (10 marks) 

6a. What are the two types of criminal profiling? (5 marks) 

6b. Discuss the five elements of a cyber criminal profile. (10 marks) 
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